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CELL PHONE LOCATION AND CELL 
PHONE FORENSICS



TAKE OUT YOUR PHONE



Location History
What’s in your pocket?
Android/Apple
Open Google Maps > Menu > Timeline (Swipe Left and Right)



Location History
If you have a map like you see below, please let me 
know in the Chat!



iPhone
What’s in your pocket?
Settings > Privacy > Location Services > System Services > Significant Locations 
(enter passcode) 



HOW DO WE PRESERVE 
DATA?



Evidence

• Once we think we have more data, we need to preserve it. 
• Mobile Devices: Isolate from the network, store in a safe place, 

maintain chain of custody

• Records: Send preservation letters



Legal 
Contact 
Information 

https://www.search.org/resources/isp-list/

https://www.search.org/resources/isp-list/


HOW DO WE GET THIS DATA? 
(PROPERLY)



Right vs. Wrong



Using the right language
• Ensure the most up-to-date language is 

being used
• Providers change capabilities and 

terminology often
• They may also change their preferred 

method of service
(We provide Language, just ask)
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THE EVIDENCE
CALL DETAIL RECORDS



Call Detail Records (CDRs)

How to get them?
• Account holder can request with notarized letter
• Via subpoena
• Via discovery

• Always get copies of the original files
• Contact us for specific subpoena language…It is free.
• Search.org (https://www.search.org/resources/isp-list/) 

https://www.search.org/resources/isp-list/


Call Detail Records (CDRs)
How are they used?

• Associate a phone call with a cell tower
• Show connections between phone numbers
• Show frequency of connections
• Show “user” activity



Prepaid Phone F.A.Qs

What are they?
Pre-Paid Phones “Burners”

• No verification of identity needed
• Often no valid Subscriber information
• How do you get the records? 
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CELL TOWERS



The Cellular System: Cell 
Site
A Cell Site

• Antennas
• Send and receive signals to and from 

cell phones
• Base Station Transceiver

• Manages the tower and calls on the 
tower

• Talks to the phone via network 
cables



Cell Towers 



Cell Tower Sectors
Sector Layout and Azimuth



Cell Tower 
Sectors
Sector Layout and Azimuth
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PRECISION? 



Historical Call Detail Record 
Types for Location

Each Carrier Provides Various Data 
Sets

• Call detail records with cell site 
location

• “Precision location” data
NELOS
Real Time Tool (RTT)
Per Call Measurement Data 
(PCMD) 
Time Delay of Arrival (TDOA)

• Tower dump records



Known Issues
• Latitude and longitude points given have been 

determined to be less than accurate
• Often presented as if they are GPS 

based locations

Issues with Precision Location Data



Disclaimers are Important
AT&T, Sprint and Verizon all provide disclaimers about the data contained in their reports

• “best estimate”
• “not historical GPS”
• “exercise caution”
• “less than exact”
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TOWER DUMPS
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Tower Dump Data
• Why are they used?

• Locate common numbers
• Determine numbers active in an area
• Typically requested when suspects are
unknown
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AUTOMATED SOFTWARE
TURBO TAX DOESN’T MAKE YOU A CPA



Automated Software

https://www.nytimes.com/2019/08/20/world/e
urope/denmark-cellphone-data-courts.html

*Validation Sold Separately 

https://www.nytimes.com/2019/08/20/world/europe/denmark-cellphone-data-courts.html


Automated Software
• Coverage area?
• This odd shape is not based on science 

or any other factual data. 



Automated Software
• The State’s “Expert” admitted 

the software made mistakes. 
UTC to local offsets 
interpreted incorrectly

• EDT = UTC-4, not +5



Automated Software
• Again, we proved to opposing counsel that the automation and the lack 

of real expert using the software caused inaccuracies. This software 
plotted a call in Georgia and then in Florida with a one-hour time 
difference. 
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CELL SITE SURVEYS AND 
DRIVE TEST
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Historical Call Detail Record Analysis Validation
• Cell Site Surveys and Drive Testing

• Validation technique
• Better determine coverage areas
• Determine “bleed over” and hand off areas
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Surveys or Drive Test
Collect data from the area in 
question;
• Signal Strength
• Sector Information
• Frequencies available
• Serving coverage? 



Coverage?
We want to know what is 
possible
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LIVE LOCATION DATA



Live Location
• Pen register, trap and trace orders (no content)
• Wire Taps (content included) 

• These orders allow for new data to be obtained, as well as request historical data. 
• After a Carrier has received the order, they will begin to provide location information
• All carriers can provide real time GPS for tracking

• Pen registers can also be installed for IP logs
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DEVICE BASED LOCATION DATA



Cell Phone Forensics Forensic Extraction Tools



Capabilities
iOs Full File System Extraction



iOS Significant Locations
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CELL PHONE DATA “CELLEBRITE”
DID YOU RECEIVE ALL DISCOVERY?
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GOOGLE GEOFENCE
“NUMEROUS TENS OF MILLIONS” = 592 MILLION



What a Geofence 
Warrant Demands

• Historical Locations
• Obtained via search warrant 
• Search warrant templates 

are marketed by many of the 
automated software 
program companies 

• Geofence for area of 
incident(s)

• Location History (required)



Geofence – Step 1



Geofence – Step 2



Geofence – Step 3

• The final step allowing the gathering of 
subscriber information.

• Users may receive notification in email with 
instructions for submitting motions to 
quash. 



GPS AND ELECTRONIC 
MONITORING



Time
• Time is critical
• Satellites have atomic 

clocks onboard
• Used for distance 

calculations
• Receivers use geometry to 

determine locations



Satellite 
Coverage

• 24 Satellites
• Ground Stations



Satellite 
Coverage

• 24 Satellites
• Ground Stations



The GPS Satellites send information via 
radio signals to Earth. GPS enabled 
devices gather this information to 
calculate their position.



The GPS Satellites provide 
their position in space and 
timing information.







The GPS receivers require 4 satellites 
to accurately locate their position



Coordinates are 
calculated by the 
device and recorded





GPS Accuracy 



What causes accuracy 
to diminish? 

• Blocked Signals
• Less Satellites
• Satellite Positioning
• Signal Multipathing





The position of 
satellites used can 
dimmish accuracy



Is the Latitude and Longitude the 
Absolute position of the device? 



Is the Latitude and 
Longitude the Absolute 
position of the device? 



GPS Float



Common EM Issues



House Arrest



Exclusion Zones



Validate Automated Violation 
Reports



Validate Automated Violation 
Reports

• Verify Violations with 
Analysis of data

• Accuracy Issue?
• Actual Violation?
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